AstraZeneca

NOJNIUTUKA OO0 «ACTPA3EHEKA UHOACTPU3»
B OBJIACTU OBPABOTKU U OBECINEYEHUA BE3OMNACHOCTHW
NEPCOHAJIbHbIX AAHHbIX



1. OBLWWMUE NONOXEHUA

1.1. C uenbio nogaepxaHvua OEnoBOW penyTaumMm M obecneyeHus BbINONHEHUs
HopmMm denepanbHoro 3akoHogatensctea OOO «Actpa3eHeka WHpacTpus» (panee —
KomnaHus) cuntaeT BaxHeunweln 3agadert obecnedeHne ferMTUMHOCTU 06paboTkun u
©e30nacHOCTU NepcoHarnbHbIX AaHHbIX CybbekToB B GusHec-npoueccax KomnaHuu.

1.2. na peweHna gaHHOW 3agjayv B KomnaHuu BBeaeHa, DYHKUMOHMPYET U
nNpoxoauT MNepuoaNYECKUI nepecMoTp (KOHTPONb) cucTeMa 3aluTbl NEepPCOHanbHbIX
OaHHbIX.

1.3. ObpaboTka nepcoHanbHbIX AaHHbIXx B KOMNaHun ocHOBaHa Ha crnefylowmx
npuHUMnax:

— 3aKOHHOCTU LUenei u cnocoboB 00paboTKM nepcoHanbHbIX [AaHHbIX WU
[OBpPOCOBECTHOCTY,;

— cooTBeTCcTBUA Uenen ob6paboTkm nepcoHasnbHbIX AaHHbLIX UEnaM, 3apaHee
onpefeneHHbiIM U 3asaBnNEeHHbIM Npyu cOope MepcoHanbHbIX AaHHbIX, a TaKke
nonHomounam Komnanuu;

— cooTBeTCTBUA 0bbema u xapakrepa obpabaTbiBaeMbix NEpCOHaNbHbIX AAHHbIX,
cnoco6oB 06paboTkun NnepCoHanbHbIX AaHHbIX Lensam 06paboTku NepCoHanbHbIX faHHbIX;

— [OCTOBEPHOCTU NEPCOHAIbHbIX AAaHHbIX, X aKTyanbHOCTU N OCTAaTOMHOCTU OIS
uenen obpaboTku, HeAoNyCTUMOCTU 06PaBOTKM N3BBLITOYHBIX NO OTHOLUEHWIO K LiENSM
cbopa nepcoHanbHbIX AAHHbIX;

— NEerMTUMHOCTU OpraHM3auMOHHBIX W TEeXHUYECKUX Mep no obecneyeHuro
6Ge3onacHOCTU NEPCOHANBbHBIX AAHHBIX;

— HENPEepPbLIBHOCTU MNOBbIWEHUSt YPOBHS 3HaHWi paboTHukoB KomnaHum B cchepe
obecneyeHust 6e3o0nacHOCTU NepcoHanbHbIX AaHHBLIX Npy nx obpaboTke;

— CTPEeMneHnss K MOCTORHHOMY COBEPLUEHCTBOBAHUIO CUCTEMbI  3aLUTbI

nepcoHarnbHbIX 4AHHbLIX.

2. UEJTIU OBPABOTKU NEPCOHANBbHbLIX OAHHbIX
2.1. B cooTtBeTcTBMM C nNpuHuMnamu obpaGoTKM NepCcoHanbHbIX OaHHBIX, B

KomnaHum onpegeneHsl coctas u uenv obpaboTtku:



— paccMoTpeHue pestome n noabop KaHANOATOB Ha BakaHTHbIE AOMKHOCTU ANS
AanbHeuwero Tpypoyctponctsa B8 OO0 «Actpa3eHeka MHpacTpuay;

— 3aKmoyeHne, ConpoBoOXaeHNe, U3MEHEHNe, pacTopXXeHue AOroBopoB (B TOM
yucne TPyaoBbIX);

— ucnonHeHve o6s3aTenbCTB, NPELYCMOTPEHHLIX NOKANbHbIMA HOPMAaTUBHbLIMU
akTamu 1 gorosopamu (B TOM YuUcne TPyAOBbIMU OrOBOPAMU U KOHTPOSb UCMOSNTHEHUSN
ycnyr, npeaocTaBnsaemMbiX KagpoBbiM areHTCTBOM);

— copencTtene paboTHUKaM B 00y4EHUN N KAPbEPHOM POCTE;

— MUrpaLMoOHHaA NoaaepKka TPYAOYCTPOUCTBA MHOCTPAHHBIX FpaXkaaH;

— CoAencTBNe B NONYyYEHUU CoUManbHbIX NbroT U KOMNEeHCaUWN;

— HapgeneHve pabOTHUKOB MOMHOMOYMAMM O  3AKMIOYEHWUIO CcOAenoK U
coBepLUeHnto UHbIX gencteui ot umeHn OO0 «AcTtpa3eHeka MHpacTpuay;

— UCMONHeHue obasaTenscTs, npeaycMoTpPEHHbIX thenepanbHbIM
3aKoHOO4ATENbCTBOM U WHBIMU HOPMATUBHLIMW MPaBOBbLIMW akTamu (B TOM Yucne B
obnacTu oxpaHbl Tpyaa, NPOMbILLNEHHON 6E30NaCHOCTY 1 OXPaHbI OKpyXKatoLLen cpeabl);

— npepocTtasneHe paboTHukam crnyxebHbix asTomobunei;

— CoAencTBne B OpraHWsauMm noesnok Ha mMeponpuaTns (B TOM  vucne
3apybexHbie);

— NpoBeAeHNe TPEHUHTOB U 0ByYeHui;

— NpoBeAeHne BHYTPEHHNX NPOBEPOK 1 cnyxebHbIX paccnegoBaHui;

— OCYLLECTBMNEHNE AENOBbIX KOHTAKTOB,;

— Ha4YucneHuwe Bo3Harpa)geHuin No Aorosopam;

— npunem n o6paboTka peknamauuin Ha NeKapCcTBEHHLIE NpenapaTtbl U COOOLWEeHN

0 HeXenaTenbHbIX ABNEHUAX.

3. MPABUITA OBPABOTKWU MEPCOHAIbHbIX OAHHbIX
3.1. B KomnaHuu ocyujectensetrca obpaboTka TOMbKO Te€X NEPCOHANbHbIX
AaHHbIX, KOTOpPbIE NPeACTaBMEHbI B YyTBEpPXXAEHHOM lepeyHe nepcoHanbHbIX gaHHbIX,
obpabatbiBaembix B OO0 «AcTtpa3eHeka NHaacTpua».
3.2.B KomnaHun ocyuwectensetca obpaboTka crniegylowmnx KaTeropui
CYGBHEKTOB NEPCOHANbLHbIX AAHHbLIX:

— KaHguaaTtbl HA BaKaHTHbIE AOMKHOCTHU;



— paboTtHukn OO0 «AcTtpa3eHeka NHaacTpus»;

— poactBeHHukn paboTtHukos OO0 «AcTtpa3eHeka NHOoacTpua»;

— NpeacTaBUTENM  OPUAMYECKUX JIAL - KOHTPAreHToB #  NoTeHUuanbHbIX
koHTpareHToB OO0 «AcTtpa3eHeka HgacTpuay;

— duanyeckne nuua, okasbiBaloLmMe ycnyriu no 4oroBopy BO3Me3HOro okasaHus
ycnyr (B TOM Yyucne noTeHumnanbHble UCNOSIHUTENW NO AoroBopam);

— chusundeckme nuua - notpedutenu npoaykumm OO0 «AcTtpa3eHeka NHoacTpusy,
obpawatowmecs B KomnaHuio ana nepegaynm wHcdopmMauuMum O peknamauun Ha
npoaykumnio Komnanum n HexxenaTenbHbIX ABNEHUSIX;

— XXypHanucTbl (0bLenoCTynHbie AaHHbIE)

— rocyfapcTBeHHbIE criyXalyue (obLweaocTynHslie AaHHbIE).

3.3.B KomnanHum He pgonyckaetcs o6paboTka cnegylowmx KaTeropun
NnepcoHanbHbIX JAHHbIX:

— pacoBasi NpUHaANEeXHOCTb;

— NonNUTUYECKUE B3rNAabI;

— chunocodpckue yoexaeHus;

— COCTOSIHUE UHTUMHOM YXU3HW;

— HaumMoHanbHasi NPUHAANEXHOCTh;

— pENUIrNo3HbIE yoexaeHus.

3.4. B KomnaHuu ponyckaetcsa obpaboTka cBefeHU, KacaloLmxcs COCTOAHUA
300pOBbSA, B Ciy4dasx u B nopsagke, NpefycMOTPEeHHbIX 3aKoHOAaTENbCTBOM.

3.5. Komnavmss B xoge cBoel [AeATENbHOCTA MOXEeT nNpeaocTasnATh
nepcoHanbHble [AaHHble cyObekToB TpeTbuM nuuam, B Ccryyasx U nopsfake,
npeaycMOTPEHHbIX AOroBOpaMu 1 NOMOXEHUSIMU 3aKoHoA4aTenbCTBa.

3.6. B KomnaHum He oGpabaTbiBatoTca GuomeTpruyeckue nepcoHanbHble AaHHble
(cBegeHWsi, KOTOpble  XapakTepusylT cuanonorudeckme U Buonoruyeckue
0COBEHHOCTU YenoBeKa, Ha OCHOBaHUKN KOTOPbIX MOXHO YyCTaHOBUTbL €ro NMNYHOCTb).

3.7. B KomnaHuu ocylyecTBnsAeTCA TpaHCrpaHMyHas nepegada nepcoHanbHbIX
AaHHbIX (Nepedada NepcoHarnbHbIX AAHHbLIX UHOCTPAHHBbIM IOPUONYECKUM nuuam Ha
Tepputopuio Leeunn, Hunepnangos, CoeanHerHoro Koponesctsa BenukobputaHuu
n CesepHont Mpnanamn, CWA, UHgun). TpaHcrpaHuyHaa nepefadya nepcoHanbHbIX

AaHHbIX oCylWlecTBnAaAeTcAa C cornacus CY6'beKTa nepcoHanbHbIX AAHHbIX.



3.8. B KomnaHuu 3anpelieHo NPUHATUE peLleHUA OTHOCUTENbHO CyObLEeKTOB
NepcoHanbHbiX AAHHbIX Ha OCHOBAHWW WCKMIOYUTENbHO aBTOMaTU3NPOBAHHOM
006paboTkn nx nepcoHarnbHbIX AAHHbIX.

3.9.B KomnaHun He ocyujecTBnserca obpaboTka AaHHbIX O CyAUMOCTH
cybbeKkToB.

3.10. KomnaHua He pasmeljaeT nepcoHanbHble AaHHble cybbekta B

o6LLIenoCTyNHbLIX UCTOYHMKAX 6e3 ero npeasapuUTeNIbHOrO cornacusi.

4. PEAIIY3OBAHHbIE TPEBOBAHUA no OBECIMNE4YEHUIO

BE3OMACHOCTU NEPCOHAIIbHBIX OAHHbIX

4.1.C uenbio obecneyeHus Ge30nacHOCTM NEepCOHanbHbIX AAHHBLIX ApU UNX
obpabotke B KomnaHum peanusylotca TpeboBaHUA crnepylowmx HOPMaTUBHbBIX
AokymeHToB P® B o6nactu obpabotku n obecneyeHns 6e3onacHOCTU NEPCOHANbHbIX
OaHHbIX:

— ®epepanbHbiit 3akoH OT 27.07.2006 r. Ne 152-03 «O nepcoHarnbHbIX 4aHHbIXY;

— lNocTtaHoBneHne [paButensctBa Poccuickon Pegepauyum ot 01.11.2012
Ne1119 «O6 yTtBepxaeHun TpeboBaHWii K 3almTe NepcoHasrbHbIX AaHHbLIX NPU UX
obpaboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANBHBLIX AAHHbIXY;

- [NloctaHoBneHue [MpasutensctBa Poccuiickon depepauum ot 15.09.2008 r.
Ne687 «O6 yrtBepxaeHum lMonoxkeHus o6 ocobeHHOCTAX 06paboTkM nepcoHanbHbIX
AaHHbIX, ocyllecTBnsieMmoin 6e3 ucnonb3oBaHNs CPeAcTB aBTOMaTM3aUUNY;

- basoBas mogenb yrpo3s 6e30nacHOCTM MEepPCOHanbHbIX AaHHbIX MNpU KX
o6paboTke B WHDOPMALMOHHBLIX CUCTEMAX MNEepcoHanbHbIX AaHHbIX (yTBepXaeHa
3amecTtutenem gupektopa PCTIK Poccun 15.02.2008 r.);

— MeToguka onpegenenuss aktyanbHbix Yrpo3 6e30MacHOCTU NepCcoHarbHbIX
AaHHbIX Npu ux oBpaboTke B MHAPOPMALMOHHBIX CUCTEMAX MEepCoHanbHbIX AaHHbIX
(yTBepkpeHa samectutenem gupekropa ®CTIK Poccun 14.02.2008 r.);

— MNpukaz ®CTIK Poccum ot 18.02.2013 Ne21 «O6 yteBepxaeHnn CocTtasa U
COAEpKaHNA OpPraHW3aUNOHHBLIX N TEXHUYECKMX mep no obecneyeHuto GesonacHocTn
nepcoHanbHbIX AdaHHbIX nNpu  unx obpaboTke B WHEGOPMALUOHHBIX cuUcTeMax

NepCoOHanbHbIX OAHHbLIX».



4.2. KomnaHua npoBoguT OLEHKY Bpeaa, KOTOpbl MOXeT ObiTb NpuUYnHEH
cybbektam nepcoHanbHbIX [OaHHbIX W onpefensetr yrpo3bl  HesonacHocTu
nepcoHarnbHbIX AaHHbIX. B COOTBETCTBUM C BbIABMIEHHLIMA aKTyalnbHbIMU yrpo3amu
KoMnaHua npumeHsieT HeobxoguMmble ¢ OOCTaTOYHbIE OpraHu3auuoHHble U
TEXHUYECKME Mepbl, BKNw4vawwme B ceba uncnonb3osBaHMe CpPeacTB  3awuThl
nH opMaLuu, oGHapyxeHue dakToB HeCaHKLNOHNPOBAHHOIo AocTyna,
BOCCTAHOBMIEHME TMEepPCOHarnbHbIX fAaHHbIX, YCTaHOBMEeHWe npaBun pAocTtyna K
nepcoHanbHbIM AaHHbIM, a TakKe KOHTPOMb U oueHKy 3dEKTUBHOCTU NPUMEHSIEMbIX
mep.

4.3. B KomnaHun HasHa4eHbl nuua, OTBETCTBEHHbIE 3a opraHu3auuio obpaboTku
n obecneyeHns 6e30nNacHOCTU NepCoHanbHbIX AAHHbIX.

4.4. PykoBoacteo KomnaHuu ocosHaeT HeoOGXxoOauMOCTb U 3aMHTEPECOBaHO B
obecneyeHMn JOMKHOMO Kak C TOYKUA 3peHus TpeboBaHWiA HOPMATUBHBLIX AOKYMEHTOB
P®, Tak 1 OGOCHOBAHHOIO C TOYKM 3pPEHUs OLIEHKW PUCKOB Ans Ou3Heca ypOBHSA
BGesonacHOCTU NepcoHanbHbLIX AaHHbIX, obpabaTbiBaeMbiXx B pamKax BbiNOMHEHWS

OCHOBHOI geaTtensHocTn KomnaHuu.



